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Abstract— The Internet of things (IoT) is generating a huge 

amount of data and big data management is of key importance. 

One of the important applications of IoT is smart meter 

networks and one of the key issues in establishing smart meter 

networks is managing the large volume of data sent by the 

meters. In this paper, we present a data management system 

implemented for monitoring and managing the data collected 

from the smart meters and controlling them in a large-scale 

network. IoT infrastructure with LPWAN (Low Power Wide 

Area Network) class is considered in this system. Moreover, 

two methods are proposed to improve the performance in 

terms of scalability and response time. It is shown that the 

implemented data management system using the proposed 

methods achieves significant performance improvement in 

large scale networks.  

Keywords— internet of things, big data, data management 

system, smart meter network, scalability, caching. 

I. INTRODUCTION 

By increasing the applications of Internet of Things 
(IoT), a huge amount of data is generated and IoT 
management is of key importance. IoT management 
comprises device management and resource management. 
IoT resource management consists of process management, 
memory management, energy management, communication 
management and file management [1]. One of the key issues 
is data management in IoT. In data management, statistical 
approaches are required for analyzing and managing data. 
Big Data technologies are suitable for analyzing and 
extracting knowledge of data. Big Data in IoT-driven 
technologies comprises four V’s; i.e., Volume (amount of 
data), Variety (types of data), Velocity (processing speed of 
data), and Veracity (truthness of data) [2].  

One of the important IoT applications is in smart meter 
networks. A smart meter is an advanced meter which 
measures electricity, gas and water consumption and 
provides more details than a traditional one. Reading 
traditional meters needs spending lots of time and cost. 
Moreover, on a large scale, it is accompanied by errors. 
Smart meters networks proposed to solve these problems. It 
enables the process of reading customers consumption in the 
fastest time with the least errors and significantly reduces 
the costs. The smart meters network includes 
communication network, software and hardware for 
measuring, monitoring, controlling and managing the 
production, distribution and consumption of energy. By 
using smart metering on a big scale, a large amount of data 

will be produced and it is necessary to develop a proper data 
management system. 

In this paper, we present a scalable system for managing 
and retrieving information collected from the large volumes 
of data in the network of smart meters. IoT infrastructure 
with LPWAN (Low Power Wide Area Network) [3] class is 
considered in this system. This wireless technology allows 
the connection of devices in a wide range with low power 
consumption and cheap connection. In this paper, 
comprehensive software has been implemented that has the 
components of a commercial product. A wide variety of 
features such as consumption reports, battery status, and 
self-check tests is provided in the developed system. It 
receives the meters’ information such as the amount of gas 
and electricity consumption, voltage, current, gas 
temperature, and pressure at the start of every day, analyzes 
the collected data, and produces the desired charts and 
reports.  

The paper is organized as follows. Section II discusses 
the related works. The architecture and different parts of the 
implemented smart meter management system are presented 
in Section III. In Section IV, the performance evaluation 
through numerical results is presented. Finally, Section V 
concludes the paper. 

II. RELATED WORK 

In IoT networks, the collected data by sensors is sent to 
different destinations for processing. Some pre-processing 
methods can be used to reduce the amount of data to be sent 
[1]. For instance, the authors in [4] presented a pre-
processing method based on K-means algorithm for 
segmenting a huge number of records into clusters. The 
method is used for identifying and deleting abnormal 
consumption patterns. The purpose of this method is to 
determine the consumption pattern for each consumer 
stratum and location. The authors in [5] considered Energy 
Management System (EMS) which is a computer-based 
platform for monitoring and controlling energy usage at 
smart home. They suggested hybrid architecture of EMS for 
efficient energy management. In [6], an implementation of 
IoT gateway for smart metering in electrical power systems, 
which connects power meters with external cloud services 
was presented. Furthermore, they worked on smart metering 
applications running on IoT gateway.  

Advanced Metering Infrastructure (AMI), an architecture 
for smart meters and data management systems, is presented 
in [7]. AMI enables bi-directional transmission between the 



customer and the service provider by an IP address and 
provides some benefits such as managing supply and 
demand, distributed network management and improved data 
quality. Moreover, [8] suggested a design of a smart 
metering management center for Colombia. The designed 
architecture has four layers: process-electric distribution 
system including customers, demand and generation 
aggregators, smart metering including functionalities 
inherent to the smart meter and the additional ones, metering 
management center composed of functions provided by 
Meter Data Management (MDM) and Meter Data Collector 
(MDC), and the group of different actors and roles of the 
electricity sector.  

In a smart metering network, the software is a key part of 
it. Many researches have been done for improving the quality 
of the software and some methods have been suggested. 
After approving the meter’s type, all the meters of that type 
should contain the same software. Moreover, checking 
software identity has a key role in the network security and 
authentication. In [9], the authors proposed methods for 
software identification. The authors in [10] presented a 
model for software quality evaluation based on Capability 
Maturity Model Integration (CMMI). The model consists of 
three layers: target layer, criterion layer and scheme layer. 
This method can be used for evaluating the quality of smart 
electricity meters with uniform specifications from different 
manufacturers. In addition to evaluating the quality of the 
software, it is necessary to evaluate the reliability of the 
software. In [11], the authors presented the analytic hierarchy 
process model for reliability evaluation, and proposed two 
schemes, one for performance comparison among different 
functions in the same meter, and another for comparing 
different meters of different manufacturers. They have 
combined the schemes in order to analyze the performance 
of different types of smart meter software and different 
function modules in the same smart meter software.  

III. THE PROPOSED SMART METER MANAGEMENT SYSTEM 

In this section, we present the architecture and different 
parts of the proposed system for monitoring, managing and 
controlling the smart meters. The implemented computer-
based platform has various components and features which 
are explained in the following. 

A. The System Architecture and Components 

1. Smart meter installation 

When new customers join the network, it is required to 
install new smart meters for them. Also, it is necessary to 
change the old meters with new ones. For installing a new 
meter, a request has been sent to the server. By receiving the 
meter information such as serial number and user id, the 
meter will be registered and gets ready for remote 
management.  

2. Provide billing data 

Based on customer consumption, daily, weekly and 
monthly reports are generated and saved to the database for 
future analysis and decision makings. 

3. Checking meters 

When some alarms about manipulations and other kinds 
of failures are sent by the meter, it is necessary to visit the 
meter at the location. After visiting, the results will be 
recorded in the database. 

4. Destruction and renovation 

When the destruction and renovation message is 
received from the customer, the consumption reports will be 
generated and the meter data will be removed from the 
database and then the meter will be disconnected. 

5. Checking manipulations 

When the meter detects manipulations such as meter 
movement, cables disconnection, etc., the manipulation 
cases are provided to the management system and related 
alarms are produced.  

6. Meter displacement 

The process gets started when a customer sends a 
request to change the meter location. After confirmation, the 
consumption reports get generated and then the meter gets 
disconnected and can be moved. 

7. Reading on request 

Meter reading is required in different situations such as 
checking meter operation, complaints handling, etc. For 
meter reading, a request is sent to the server and the related 
data will be returned. 

8. Messages and alarms management 

This process includes the management of alarms and 
events related to the meter operation and efficiency. The 
warnings include low battery, overconsumption, gas valve 
status changes, etc. 

9. Detection of non-connection to the meter 

The management system must be aware of the 
communication status with the meters in order to be able to 
manage the meters properly. 

10. Setting meters time 

The consumption measurement accuracy depends on 
the accuracy of the meter clock. For this reason, the meter 
clock must be synchronized with the national standard 
clock. After sending time from the management system to 
the meters, synchronization is performed. 

11. Self-check tests 

Self-check tests such as battery status tests, meter 
connection tests, etc. are used to ensure the correct operation 
of the meters. In addition, to run tests on demand, they are 
run in the specified intervals as scheduled. 

12. Request meter information 

In some cases, the meter information such as serial 
number, meter body number, etc. is required. To access the 
information, a request is sent to the server and the 
information will be returned if the meter exists. 

B. Software Implementation 

Since Python is one of the most powerful and strong 
programming languages, we have used one of its high-
powered frameworks called Django which is free and open 
source. It provides rapid development and clean, pragmatic 
design. Moreover, Django takes security seriously and 
provides the ability of scalability as flexible as possible [12]. 

 One of the industry-standard web development 
frameworks to create scalable and extensible projects is 
Model-View-Controller (MVC). Django at its core is based 
on MVC architecture. It actually implements Model-
Template-View (MTV) architecture which is a bit different 
from MVC architecture. Both are the same in two 



components called model and view. The model contains 
logical file structure of the project and also acts as a data 
handler between view and database. The view is formatting 
the data via the model and also it communicates with the 
database and the data that is transferred to the template for 
viewing. The template is the only component that 
distinguishes the MTV pattern from the MVC pattern. It is 
like a presentation layer that handles the user interface part 
completely. Keeping whatever the browser renders is the 
main goal of the template. Generally, in MVC pattern we 
need to write all the specific control code however in MTV 
pattern, it is done by the framework, so the MTV pattern 
makes developing faster. Also unlike in MVC, view is not 
coupled with a model and this makes MTV loosely coupled 
and easy to modify [13]. 

C. The Implemented Smart Meter Management System 

In this section, we present the implemented system. Fig. 
1 shows the home page which includes the regions equipped 
with smart meters. By clicking each region card, the list of 
the meters belonged to the region is accessible. On a 
specific meter page, it is possible to check the detailed 
information of the meter, the consumption reports, gas 
pressure and temperature, voltage and current level, battery 
status, etc., as illustrated in Fig. 2. Moreover, it is possible 
to manage the messages of the meters as shown in Fig. 3. 
The alarms related to manipulations, such as changing meter 
location illegally and disconnecting cables, which have been 
sent by the meter can be accessed on this page. Also, the 
messages that are sent by the management system to the 
user are illustrated in Fig. 4. In addition, it is possible to 
install a new meter by entering the meter detailed 
information in the specified form. The possibility of deleting 
a meter entity or part of its data is also provided in the 
software that is shown in Fig. 5. By using the meter number 
and the user ID, the user can access the meter’s information 
and all related data for making some changes if necessary. 

D. Scalability and Performance Improvement 

The software plays a key role in smart metering network 
and the quality of the software is of particular importance. 
The performance of the presented software mainly depends 
on the database capabilities. The system must be able to 
handle the workload fluctuations properly. If the databases 
are not scalable, there would be lots of performance 
problems in processing user queries. Database calls are 
costly and the number of database trips for answering user 
queries plays a key role on the software performance. 
Therefore, the following methods are used so that the 
database can handle large volumes of data.  

One of the effective methods to improve the database 
performance is caching. A suitable caching strategy reduces 
the overhead on the database and improves the software 
performance and reliability. As database calls are expensive, 
the frequently used data could be kept in the cache in order 
to deny so many database trips. Indexing is another method 
to improve the performance of the database. The purpose of 
indexing is to access needed data with less search. It is the 
same as making a table of content for a book to find a 
particular part without checking all of it. Indexes make it 
possible to retrieve data more quickly without reading the 
entire table. Indexes are not free and they use some space, so 
it is important to know where to use them [14].  

 

 
Fig. 1. The software homepage 

 

 

 
Fig. 2. The data of a specific meter 

 

 
Fig. 3. The messages and alarms page 

 



 
Fig. 4. A specific meter messages and alarms page 

 

 
Fig. 5. The meter deletion page 

 
Moreover, proper data preprocessing improves software 

performance. For example, checking duplications in the data 
sent by the meters can reduce the data volumes that must be 
stored in the database. For implementing data deduplication, 
we use comparing the chunks of data to detect duplicates, 
and hence some unnecessary records are removed in this 
way. Moreover, to validate the data stored in the database, 
we delete unauthorized data which is the data belongs to the 
meters without a verified number. To achieve this goal, we 
check the structure of the meter numbers and remove the 
data related to the meters with unacceptable number. 

E. Comparison of the System with the Previous Ones 

     The systems that are designed to manage smart meters 
must meet three major requirements: improving and 
optimizing network performance, improving and optimizing 
utility management, and enabling customer engagement 
[15]. According to the description of our system, it includes 
all three mentioned features.  
     The authors in [16] presented an energy management 
system software to achieve the aim of energy saving. In this 
system the same as ours, through the energy consumption 
report of energy management system, the users can grasp all 
kinds of energy consumption. Through energy consumption 
indicators such as unit area, energy consumption, and other 
indicators, the abnormal values of energy consumption can 
be found out. By using this system, they achieved reducing 
energy consumption but as they stated, there are still some 
deficiencies in the development of their system. For 
example, the memory configuration of the database should 
be optimized and its use performance should be improved as 
we have paid attention to these tasks in our system. 

IV. PERFORMANCE EVALUATION AND RESULTS 

In this section, the performance of the implemented 
software is evaluated through numerical results. For the data 
collected from meters, we have considered JSON format 
which is a self-describing and lightweight format that suits 
for transferring and storing data. The information such as the 
amount of gas and electricity consumption, current and 
voltage level, gas pressure and temperature, the gas valve 
status, the meter’s door status and the battery status. The 
received data messages are decoded into variables that are 
defined in the program to be used in the related parts for 
managing the meters. We evaluate the performance of the 
implemented software and the basic methods affecting it. 
Figs. 6-8 illustrate the response time of the select, insert and 
update queries for different number of smart meters. 

 As can be seen, the response time highly depends on the 
number of the smart meters and the amount of data stored in 
the database and database capabilities. When we are 
planning to use a method to improve the performance of the 
database, we should consider the main operations performed 
on the database and choose the appropriate method. For 
instance, although indexing is effective in searching 
operations, it may experience a slowdown in the insertion 
operation. As can be seen in these figures, most of the 
operations performed on the database in the developed 
software are of the search type. Therefore, in order to 
improve the average response time and to find the needed 
data more quickly, we have created some indexes for the 
consumption table. Since many records are belonging to a 
meter, an index is created for each meter column. This 
method accelerates functions such as billing. In addition, we 
create an index for the date column, because it is helpful for 
deleting and filtering the desired data. For each index, a B-
tree is created which provides an efficient way to read and 
insert data. Using the indexes makes the database perform a 
binary search instead of reading all records to find the 
desired one and improve the performance. The issue that 
should be considered here is the number of the created 
indexes. As discussed earlier, the indexes require the storage 
space and need to be updated when new records are added. 
Therefore, indexing should be used wisely in the necessary 
cases in order to improve the performance. 

Moreover, for some cases that indexing cannot help 
effectively, we perform database caching for the indexed 
databases. In the developed LRU caching method [17], [18], 
the cached data is stored in a table created for caching in the 
database, in order to use the cached data in necessary cases 
and reduce the database calls. It happens a lot that the user 
calls the same query to fetch data. Since the database is 
updated every morning due to the information sent by the 
meters and not many changes are made during the day, we 
cache the Query Set which is returned by a particular query. 
The arguments that are used to control the caching behavior 
are timeout, the maximum number of entries allowed in the 
cache, and the number of the culled entries when the table 
reaches the max number of entries. The timeout value is set 
to 24 hours, since the database updates once every day. The 
other point to be noted is the amount of data in the cache 
table, which without controlling will cause cache 
malfunction. The maximum number of the entries allowed 
in the cache is set to 100,000 to avoid having a big table. 
This number is considered due to the extent of the system 
and it can be reduced or decreased based on the system 
requirements after deploying the system on a large scale. 



Moreover, the number of the entries that are culled when the 
table reaches the max number of entries is set to half of the 
table records.  

       In Fig. 9, we have compared the response time of the 
select query before and after implementing the caching 
method on the indexed database. As it is shown in this 
figure, by increasing the number of the smart meters, the 
number of the database calls has been decreased and the 
caching method on the indexed database has made searching 
faster. Therefore, the implemented data management system 
performing the proposed method achieves significant 
performance improvement in large scale networks. 

V. CONCLUSION  

      In this paper, we have presented the software developed 
to manage smart meter networks remotely. Moreover, we 
have implemented two methods to improve scalability and 
database performance. It has been shown that implementing 
the proposed methods in large scale networks decreases the 
response time and improves the performance. 
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Fig. 6.  Average response time of the select query 
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Fig. 7. Average response time of the insert query 
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Fig. 8. Average response time of the update query 
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Fig. 9.  Average response time of the select query   
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