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ABSTRACT

Security mechanisms are substantial to an e-business environment. While many security mechanisms have
been developed to secure e-business processes (EBP) and networks, little attention is given to actual process
of a systematic decision making. In most cases strongest security level available is selected. In many cases
there are low risks and threats associated with the processes and the use of strong security wastes the available
resources. In this paper the authors developed a practical multiple criteria decision making model based on the
group fuzzy technique for order preference by similarity to ideal solution (GFTOPSIS) for choosing adequate
security mechanism for e-business processes and making a trade-off between security and other important
factors in the enterprise. Data was acquired from experts and implemented fuzzy approach. The authors dif-
ferentiated four phases in the EBP. Each phase of the process which has specific security requirements thus we
suggested the use of specified security mechanisms for each phase which improves the efficiency of the system.
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INTRODUCTION (DOS) attacks etc. Because of the significant

E-business security is a fast-growing field.
Network communications play an essential role
in e-business environment. While the internet
as a global network provides new opportunities
such as interconnecting millions of networks,
countless resources and different services for
users, it also brings new threats and security
risks such as worms, viruses, denial of service
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increase in computers speed and complexity
of applications, making quick and adequate
decisions about security mechanisms is very
difficult. As a consequence usually strongest
security level available is selected. However this
approach is not efficient and brings additional
costs and resources consumption. Besides, the
usage of strong security mechanisms under the
insufficientavailability of resources can serve as
a base for DOS attacks (Smirnov, 2007). In e-
business processes (EBP), we differentiate four
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phases. Each phase of the process has specific
security requirements. Thus we suggest the use
of'specified security mechanisms for each phase
which improves the efficiency of the system.
Decision making to find the adequate security
mechanism with regard to the required security
level is the problem for which we are seeking
a solution in this paper.

While many security mechanisms has been
introduced to secure devices and networks,
too little attention is given to actual decision
making process about the security level with
respect to predefined requirements (Williams,
2003; Anderson, 2001).

Networks and e-business platforms are
often faced with a wide spectrum of different
security mechanisms e.g., block ciphers, virtual
private networks (VPNs), secure socket layer
and transport secure layer (SSL/TSL) protocols
(Smirnov, 2007).

These security mechanisms have differ-
ent features such as the security level the can
provide, costs, implementation ease and com-
plexity, processing speed and computational ef-
ficiency, required resources etc. The e-business
mustdecide which security solution to choose in
order to satisfy the business needs and policies.

Inthis work we are seeking to make a trade-
off between security level and other important
factors in the e-business environment, instead
of the “always highest security” approach.
The new approach is more efficient and better
suites the requirements of the e-business. We
develop our framework under the notion of
“always best security (ABS)” first introduced
by Johnson (2005). According to this approach
the strongest security level is not necessarily
what we need. Instead we should search for
the “best” security level which makes a trade-
off between the criteria to achieve the optimal
solution. Decision making under this approach
is a complex multiple criteria decision mak-
ing process. To accomplish the objective of
this paper, we modeled the decision making
process as a multiple criteria decision making

(MCDM) problem which adopts group fuzzy
technique for order preference by similarity to
ideal solution (GFTOPSIS). The data required
to make the decision is obtained from experts
and transformed into fuzzy numbers.

PRELIMINARIES

In this section we introduce some basic notions
essential to understanding of the proposed ap-
proach. Instead of crisp numbers, this paper
uses fuzzy numbers in decision making process.
Moreover technique for order preference by
similarity toideal solution (TOPSIS)isadopted
for ranking the alternatives final decision. The
combination of the two notions is called fuzzy
technique for order preference by similarity
to ideal solution (FTOPSIS). We have also
adopted group decision making approach in
FTOPSIS procedures. The resulting technique
can be referred to as GFTOPSIS, the elements
of which are introduced.

Fuzzy Set and Fuzzy Number

In this section we review some basic notions
of fuzzy sets, as follows:

Definition1. A fuzzy set Ain a universe of
discourse X is characterized by a member-
ship function p- (x) that associates each

A

element z in X a real number in the inter-
val [0, 1]. The function value pu. (:c) is
A

termed the grade of membership of zin

A.

Definition 2. A positive triangular fuzzy num-

ber (PTFN) n canbedefinedas (n,,n,,n,)
illustrated in Figure 1. The membership
function p.(z)is defined as shown in

Figure 1 (Kaufmann & Gupta, 1991).
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