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Abstract: News websites provide various kinds of information and have a
great contribution in creating knowledge to community citizens. Providing
security has a great impact on the usability of these websites and encourages
users to trust and share their personal information to take advantages of various
facilities on the news website. The main contribution of this paper is to
examine if website features affect designing a secure news website. The
features have been classified by a deep and complete review of the most
applicable features in news websites through the study of the top 50
international news websites. Validating the classification was the next step,
which was held by identifying experts’ opinions about the most pertinent
features of news websites that affect the security of the news websites. The aim
of this paper is to find out the correlation of each identified feature with each
security service. The result would be beneficial for news website’s
administrators to design these websites effectively and securely in order to
satisfy their users by suitable response to their requirements.
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1 Introduction

The critical role of news websites in creating knowledge and consequently improving the
quality of life in the global knowledge economy is uncovered to anyone. News is big
business today, and as a result, it is an industry, which is now well represented on the
web. The web provides a particularly good medium for news that is constantly
updateable, enhances the ability to link to information that is more detailed, and
facilitates fast, free and convenient access to the latest news. The immense resources of
the existing news industry are available to the websites of the leading news services
today, which is a good facility for those who like to get their news from the web quickly
without any charge. In addition, with the readily updateable nature of the web, all the
latest news from around the world is available online almost as soon as it has happened.
Because of the demand online, news websites are available in a number of different
formats with a number of different focuses. Furthermore, online news is now available to
browse, to listen to, to watch, and is readily available in e-mail update form, so users can
simply subscribe and get their favourite news in their mailbox (Chen et al., 2011; Xiao,
2009). Therefore, it seems that the web now has covered with the latest generation of
news sites.

Making news websites more usable is important to companies. A good news website
can keep users from moving away from the website or attract new users, increase its
success and enhance several consumer dimensions, including intention to return to the
website, trust, and performance improvement (Djamasbi et al., 2010; Hernandez et al.,
2009; Song et al., 2007). One of the approaches to constitute an effective and a good
all-round news website is to focus on the various website features with the aim of
responding to various user demands and help them to effectively find out what they need.
Neglecting these features would reduce the probability of users to get their desirable
outcome of their visits so would diminish their returning to the website as well as their
length of use (Barthes, and Tacla; 2002; Chang and Lin, 2003; Chen and Chen, 2008;
Ethier, 2008; Guasch and Ugas, 2007; Hernandez et al., 2009; Huang et al., 2010;
Janssen et al., 2009; Lee and Koubek, 2010; Yang et al., 2010). For this purpose, news
websites features should be considered of high priority in designing these websites in
order to satisfy users’ wants and obtain their satisfaction.

Utilising these features facilitates to provide adaptive and personalise services or
information for individual users, and conduct them to find their desired information
easily and reliably. This is due to the main objective of these features for designing
websites, which is to organise and classify the content, label information, design
navigation systems and to help users find their needed information effectively and
efficiently. The features help firms to develop a high quality news website and assist
users to gain a good grasp of the various kinds of existing news and information. They
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have a great impact on tailor to the needs of users and cause to limit the vagueness of
non-relevant information for them. Unsuitable use of these features or neglecting them
may diminish the probability of returning to the news website by users. Consequently,
the proper features of the website ought to be taken into account by the firms in order to
improve their capability of enhancing users’ probability of return, rate of use, the time
spent by them for using the web as well as lock in users and ultimately developing a
successful news website. (Chang and Lin, 2003; Chen and Chen, 2008; Choi et al., 2010;
Cocquebert et al., 2010; Germanakos et al., 2008; Guasch and Ugas, 2007; Hernadndez et
al., 2009; Janssen et al., 2009; Lee and Koubek, 2010; Su and Kuo, 2010; Telang and
Mukhopadhyay, 2005).

Besides the critical role of features in news websites, security is another concern,
which these websites are faced. Firms have to pay special attention to creating a secure
news website that users are comfort to share their personal information through some
features such as mailbox or sign up in order to gain the latest news. Therefore, website
features could be considered as one of the most significance approaches to enhance
website security from users’ viewpoint and enhance their likely of return to the news
website. In this regard, it has been an attempt to pay special attention to the associated
features of news websites with the intention of providing accurate and reliable
information. The main objective of the current paper is to find out the correlation
between the news website’s features and security. The structure of this paper is as
follows: first, it has been tried to detect and classify the most essential and applicable
features of news websites. Then the identified features were classified and evaluated by
domain experts. They were asked to detect the features, which are critical for designing a
secure news websites and have a great impact on promoting the level of security of news
website. In addition, they set the priority of security services at the news websites. At
last, the experts analyse the features in order to design a news websites with the aim of
promoting the level of security and consequently enhancing the value added of news
website. The result would be worthwhile for the website administrators and designers to
design a news website with high security and effectively and therefore tailor their users.

2 Literature review and hypothesis development

The extension of websites in a distributed environment and shared broadband networks
includes real-time data processing, bandwidth, and incorporation of information, raises
the issue of personal privacy and security (Doukas et al., 2010; Sioutas et al., 2009).
With more and more businesses online and a plethora of applications finding new uses
for the internet, security is surely going to be a major concern and one of the most
important areas in website and internet services. Security is important to build trust and
long-term relationship with users. Internet security measures to deter, prevent, detect,
and correct security violation as well as protect data during their transmission and
storage over a collection of interconnected networks. Security and privacy structures
such as technical standards, security procedures, and protection mechanisms provide
content-based privacy assurance, avoid any private information from leaking across the
network and enhance the probability of the proper use of consumers’ private information.
In fact, security is particularly important since users expect that the website would be
able to offer a secure networking environment that will protect personal data. They want
assurance that their data transmissions are secure, so that their personal information
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cannot be intercepted or accessed by unauthorised people (Kapsalis et al., 2006;
Lombard and Pietro, 2011; Middleton and Bryne, 2011; Ou and Si, 2010; Paul et al.,
2011; Xiao, 2009). Researchers suggest that users will be more inclined to distrust a
website when the basic and functional requirements, such as technical aspects,
navigation, surfing activity, privacy and security, have not been met (Ou and Si, 2010).

Thus, security has become an inevitable requirement to provide. Security, as part of
the system requirements, must be integrated into the system model from the very
beginning, if full advantage of model-driven software development is to be taken.
However, existing approaches using model-centric development typically ignore security
at the modelling stage, rather adding security aspects later in an ad-hoc manner. This can
lead to deficiencies in security and more importantly, a less cost-effective development
process. The fact that security requirements are usually not considered as an essential
part of the overall system requirements is reflected in the fact that design models often
describe only what components in a system should do, as in traditional functional
requirements. What is equally important is what the systems should not do. Malicious
misuse/abuse should be prohibited in the non-functional requirements of security but,
unfortunately, the latter is sometimes ignored or considered very late in the system
development process. The need of protecting the computers and information that are
stored, processed and transmitted are much more important when the information system
is web-based and the users utilise internet and websites. Therefore, in recent years, how
to produce security is an important research topic and there is an increasing demand for
flexible and secure management of websites as a distributed system (Li et al., 2010). In
this case, firms should take in to account the importance of security related requirements
in early stages of designing websites.

Consequently, finding the potential risk and harm from malicious misuse such as
unauthorised access, disruption, as well as developing, implementing, and assessing
levels of risk in a website has a great importance. An appropriate website structure must
be created to provide security and oversee an effective risk management program
(Paquette et al., 2010). For instance, by restricting the access to some pages using back
links for security or providing access to some pages in particular order or within
specified distance would increase the security of the website (Yen et al., 2007). Indeed,
secure and trustworthy service architectures in websites are an immediate requirement to
support the huge growth of internet business applications and services. It becomes then
crucial to recognise the possible threats and to establish security processes to protect
provided services from attacks (Lee and Ahn, 2009; Paul et al., 2011; Yen et al., 2007).
For this reason, designing a secure website can be considered as an optimisation
problem. Nevertheless, a few studies have been leading toward the design of an efficient
security website framework that supports diverse security levels according to a degree of
information sensitivity (Taka et al., 2004). Accordingly, the first step involves
identifying the various security services that are a somehow a threat to information
security.

From a practical perspective, core security services that are often considered part of
the taxonomy of website security include integrity, confidentiality and user
authentication (Xiao, 2009; Sioutas, 2009). These services enable entities to prove that
they are who they claim to be, to be assured that important data has not been altered in
any way, and to be convinced that data sent to another entity can be read only by that
entity. Organisations can derive tremendous benefits from these services if they consider
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security requirements as an essential part of the overall website requirements, just like
functional requirements. In this regard, one of the most important security requirements
of websites is information security. Information security means protecting information
and information systems from unauthorised access, use, disclosure, disruption,
modification, perusal, inspection, recording or destruction (Pulkkinen, 2007). Security
services defined by the International Organisation for Standardisation (ISO), include
authentication, authorisation (access control), non-repudiation, data confidentiality, and
data integrity. These are core principles of information security services which are
explained in more detail as follows:

Authentication

The user signs-in once and uses multiple resources after authorisation without the need
of multiple sign-ins for authentication and assures that the sender of the message is
actually the person he/she claim. Authentication has tow-fold. The first one is entity
identification that serves simply to identify the specific entity involved, essentially in
isolation from any other activity that the entity might want to perform. Therefore, in
practice, entity identification generally produces a concrete result that is then used to
enable other activities or communications. The second one is data origin identification,
which identifies a specific entity as the source or origin of a given piece of data. This is
identification with the intent of binding the identified entity to some particular data,
regardless of any subsequent activities in which the entity might engage. Such a process
can provide support for a non-repudiation service (Adams and Lloyd, 1999).
Consequently, in information security it is necessary to ensure that the data, transactions,
communications or documents (electronic or physical) are genuine. It is also important to
validate that both parties involved are who they claim they are. Accordingly, enabling
the authentication of websites is seen as important to increase trust levels for individuals
and businesses dealing with the website.

In this case, passwords are popular and most websites use passwords to authenticate
identity although, more sophisticated authentication mechanisms exist, such as smart
cards, and fingerprint or iris scans. The main reason is that in many cases passwords are
relatively easy to use, easy to administer and provide an acceptable level of security.
Password authentication has two main problems. Firstly, users often choose weak
passwords and re-use the same password on many separate systems. Secondly, the
password has to be entered in full every time the user logs on. Unfortunately, hackers
easily misuse them since they can crack simple passwords in minutes. If the passwords
are captured, it gives the attacker complete control [Johnston, (2004), p.6]. For example,
while logged-in as a normal user, an attacker could impersonate another user on the
system and leads to gaining unauthorised access to protected sections of a website. The
impact of poor website authentication can be felt in many ways. Some of the potential
impacts are as follows:

e users may become the victims of identity theft through providing personal
information to a spoofed website

e personal information may be disclosed without user consent

e the attacker can authenticate as the user from another machine on the website
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o the attacker obtain a password that can later be used to authenticate as the user; the
attacker hijack the user’s session by stealing the short-lived session cookie

e the attacker run a malicious program on the client machine that may actively alter
requests or perform unwanted requests on behalf of the user who is browsing the
web.

Authorisation to resources

The user obtains access to a resource based on local policies or their enforcement and
ensures that both parts of the message have the authority to transmit, read, write and
delete data on the web. It helps firms to ensure that only authenticated users are allowed
the access authorised by the website and that any unwanted or outside access requests are
denied (Fu et al., 2001). This is crucial in a distributed network such as websites since
entails that user and organisation’s private data be secured. In this regard, many websites
use of screen shots of the authorisation language displayed to the user on the website and
capture how the consumer assents to a transaction by such actions as clicking on an ‘I
agree’ button or entering some digital code or shared secret. Some others maintain audit
logs with a date and time-stamp of the consumer’s login to include as a method for
determining access rights. The general objective of these ways is to demonstrate that the
user entered a password and access was verified to the website. Insufficient authorisation
leads to an attacker being able to escalate his or her privileges, exercise unauthorised
access, and potentially defraud the systems. For example, while logged-in as a normal
user, an attacker could gain access to another user’s data while still being logged-in
under their current account.

Non-repudiation

Intent to accept responsibility of submitting or receiving an electronic message and be
bound by its substance. It enables exchanging parties to maintain and revisit the history
or sequence of events during a period of transaction. In fact, non-repudiation service
involves the generation, verification and recording of evidence, and the subsequent
retrieval and re-verification of this evidence in order to resolve disputes. Disputes cannot
be resolved unless the evidence has been previously recorded. Consequently,
non-repudiation implies one’s intention to fulfil their obligations to a contract. It also
implies that one party of a transaction cannot deny having received a transaction nor can
the other party deny having sent a transaction (Adams and Lloyd, 1999). Many
non-repudiation protocols have recently been designed to assure non-repudiation
services. The primary goal of a non-repudiation protocol is to produce the following
evidences: non-repudiation with proof of origin; and non-repudiation with proof of
delivery. The non -repudiation with proof of origin service provides the recipient of the
data with evidence proving that the sender has sent the referenced data at a certain time.
It links a message, its originator and its recipient to reuse the same evidence for different
messages or recipients. The non-repudiation with proof of delivery service, which is also
often called non-repudiation of receipt, provides the sender of the data with evidence that
proves that the recipient has received the referenced data at a certain time but it does not
prove that the recipient has also processed the data (Wichert et al., 1999).
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Consequently, non-repudiation evidence includes the identity of the person intended
to receive the proof. For example, with correct non-repudiation evidences, if Alice,
denies having sent a message to Bob, or if Bob denies having received it, the
non-repudiation of origin, respectively receipt evidences can be presented to an
adjudicator, who can evaluate these evidences, in the context they have been generated
in, and decide to either accept or reject Alice’s and Bob’s claims (Kremer and
Markowitch, 2003). From a security perspective, there are two things to be considered
when websites wants to be assuring of non-repudiation service. The first issue is that if
messages at the business level contain confidential information, it is required that no one
can read the original messages except the party to which it is sent. Moreover, the second
is related to repudiation among parties, which could raise repudiation of recipient (when
originator A claims having sent a message to recipient N, who denies having received it)
and repudiation of origin (when recipient N claims having received the message from the
originator who denies sending it) (Bilal et al., 2005).

Correct non-repudiation evidence provides the following assurances about document
transmissions through websites:

e  Only the addressee (and no unauthorised users) can read the message. Encryption
provides this assurance.

e Data cannot be changed, added, or deleted without the sender’s knowledge.

e Parties sending documents are genuinely who they claim to be. Likewise, when
those parties receive documents signed by the sender, they can be confident about
the source of the documents.

e  The parties who send documents cannot readily claim they did not send them. This
is referred to as non-repudiation of origin.

e Parties who are sent documents cannot readily claim they did not receive them. This
is referred to as non-repudiation of receipt.

Confidentiality

Data should not be disclosed to unauthorised entities. It assures that the communication
between authenticated users is not revealed to others, which have not the authority, and
therefore unauthorised users read or understand the message. Confidentiality is the
assurance of no one may read the data except for the specific entity (or entities) intended.
Confidentiality is a requirement that is important when data is stored that can be read by
an unauthorised individual, when data is backed up onto a device that can fall into the
hands of an unauthorised individual, when data is transmitted over unprotected networks
(Adams and Lloyd, 1999). Consequently, confidentiality is the term used to prevent the
disclosure of information to unauthorised individuals or systems. Confidentiality is
necessary (but not sufficient) for maintaining the privacy of the people whose personal
information holds on a system.

Confidentiality examples would be such as storing research data on password
protected computers or in locked cabinets or offices, using only encrypted systems for
storing research data on laptops, using a code number instead of the participant’s real
name on study data and blood/tissue samples, and destroying photos, audio tapes, or
video tapes (Fu et al.,, 2001; Bilal et al., 2005; Kremer and Markowitch, 2003).
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Furthermore, a piece of information, which is held by users, should only be accessible to
the user that requires access to his/her information to perform his job. In this vein, if the
exposure of the information could bring embarrassment and heavy penalties, it should be
assigned a ‘High’ rating, to indicate that the confidentiality of this information is
extremely important. In addition, if user information has a medium or low confidentiality
rating, it is less likely to be targeted than and hence less damage would be done if this
data were inadvertently released or was stolen.

Availability

The ratio of the total time a functional unit is capable of being used during a given
interval to the length of the interval. It ensures that authorised access to required
information would be happen when needed (Kou, 2003). Availability refers to the
availability of information resources and represents the requirement that an asset be
accessible to authorised person, entity, or device. An information system that is not
available when you need it is almost as bad as none at all. Availability means that
maintaining 24/7 up time and remain available at all times, preventing service
disruptions due to power outages, hardware failures, and system upgrades that is a
crucial requirement for websites. Another risk to availability is variability in
performance and how the overcapacity threshold is reached. If capacity begins to
approach the 80% threshold and compromising some services or performance is
necessary, the vendor will most likely protect their own services and pass the
degradation in service to their customers. Therefore, for any information system to serve
its purpose, the information must be available when it is needed. This means that the
computing systems used to store and process the information, the security controls used
to protect it, and the communication channels used to access it must be functioning
correctly. Ensuring availability also involves preventing denial-of-service attacks.

Generally, the more critical a component is, the higher its availability will be. In this
case, availability of an organisation’s website (which provides authentication services for
a high volume of individuals among many websites that are accessible to users), is so
important. An interruption in this service could mean the inability for customers to
access computing resources and staff to access the resources they need to perform critical
tasks. Therefore, a loss of the service could quickly translate into a large financial loss
through potential customer loss due to inaccessibility of resources. Because of this, the
availability of this websites could be considered ‘High’.

Such concerns are still open problems that call for effective and efficient solutions in
the website context. It becomes then crucial to develop, implement, and assess various
levels of risk as well as recognise the possible threats and establish security processes to
protect websites including through these potential risks and harm from unauthorised
access or disruption. Consequently, an appropriate website structure must be created to
provide security and oversee an effective risk management program (Paquette et al.,
2010; Kou, 2003). In this case, the importance of news website features and security
services as well encourages the authors to find out the role of the most common and
applicable website features on establishing a secure news website. Therefore, because of
the website designers concern in designing secure websites and the significance of the
news website features; it has been tried to explore the most applicable features that are
involved in news websites security. Indeed, the authors believe that if the functional
requirements of a website such as its features integrate with the security requirements,
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the ability of correct operation of the website (e.g., security) will enhance dramatically.
In this regards, the questions of this research that are going to respond is as follows:

Research Question 1 If website features affect the security of news website.
Research Question 2 What is the priority of security services in news website?
Research Question 3 Which features are recognised as the most influential features

on the news websites security?

3 Investigation of news website’s features

Identifying the most basic and applicable news website’s features was the first step.
There has been an attempt to identify the essential news website’s features, which any
news website should contains in order to attract users to utilise the website and
furthermore, increase the probability of returning to the website. Then, the impact of the
identified features in designing and implementing security in news websites has been
examined. In this regards, for identifying the essential features of news websites, the list
of the top international news websites have been extracted based on the information
available in the Alexa website information (http://www.alexa.com/). The investigated
websites are shown in Appendix 1. Then a profound study of top 50 news websites of
international community has been conducted comprehensively in order to extract the
most applicable features of this set of websites. Following this step, several features in
the news websites have been identified including about us, advertisement, archive,
contact us, forum, help, highlight, new, questionnaire, privacy policy, RSS, search, sign
up (in), site map, terms and conditions, types of news and useful links.

These features have been assessed then by domain experts with the aim of finding the
importance of the features in creating a secure news website. Consequently, a
questionnaire was designed and distributed among the experts in order to discover their
view about the research questions. The questionnaire contains five questions about the
role of each news website features in providing each security services in the form of a
Likert scale (1 _ 7). It has been tried to find out the importance of identified feature of
news websites on the information security requirements, which is mentioned in the last
section with the aim of exploring the logical association between the identified features
of news website and security services. Consequently, five questions were set up in a
survey questionnaire and then distributed to some domain experts in news industry in
order to discover the relationship between important news websites features and the
security requirements. The inclusive description of the questionnaire is shown broadly in
Appendix 2. The detected website features were further scrutinised by reliable and
significance statistical methods in SPSS version 16.0 program in order to realise the most
important and usable features for providing a secure news website. It should be noted
that all the questionnaires that were sent to the experts were returned. The next step is to
determine the reliability of returned questionnaires.

In this regards, the reliability of the questionnaires was investigating by using
Cronbach’s alpha. Cronbach’s alpha measures how well a set of items (or variables)
measures a single uni-dimensional latent construct. It provides a measure of the internal
consistency of a test or scale and is expressed as a number between 0 and 1. Internal
consistency describes the extent to which all the items in a test measure the same
concept or construct and hence is connected to the inter-relatedness of the items within
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the test. Internal consistency should be determined before a test since it can be employed
for research or examination purposes to ensure validity. Accordingly, Cronbach’s alpha
as a function of the number of test items and the average inter-correlation among the
items is worthwhile in order to determine a research validation (Tavakol and Dennick,
2011). The formula for the standardised Cronbach’s alpha is as follows:

N-7

CIIWN-yF M

here N is equal to the number of items and r-bar is the average inter-item correlation
among the items. If the ratio is higher than 0.7, we can be sure that the questionnaire
(test) has acceptable reliability. Table 1 shows the result of the reliability statistics of
each question that is obtained by investigating the responses of the questions and
computed with the above-mentioned software:

Table 1 Cronbach’s alpha

Q1 02 03 04 05
0.905 0.894 0.887 0.905 0.883

Considering Table 1, in this exploratory research context, the reliability coefficient of all
the data gathered from the questions’ responses had high reliability, which shows that the
items of the samples were adequate. Therefore, it would be possible to analyse the
questionnaires data with a wide selection of statistical methods in order to answer to
current research questions, which they referred to in the previous section. Furthermore,
there has been an attempt to realise the association among the features, which could be
applicable for each security services. In statistics, a measure of association is a numerical
index, which describes the strength or magnitude of a relationship among variables. In
this case, dozens of measures exist but they can be categorised into two broad groups:
ordinal and nominal. Relationships among nominal variables (such as the current
research variables) can be analysed with nominal measures of association such as
Pearson’s Correlation Coefficient (Xiong et al., 2004). Investigating the Pearson’s
correlation coefficient would help to find out internal relation of features as well as to
determine their associations with each security service. This method is obtained by the
following formula with the intention of determining the association among news website
services:

5 - ZAZ

2

s (2 5 (20

n

where X and Y are considering variables that the correlation between them is measured.
To calculate this coefficient, the software was employed and the correlation was
calculated where significance is at the 0.01 level (2-tailed). The correlations, which are
higher than 0.6 are meaningful and has been considered as high correlation. The results
presented in Table 2 indicate the correlation among a set of features (which is shown in
the white cells) with the head feature (which is shown in the grey cells) so as to support
each security services. Indeed, this test is show whether two variables are connected:
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Table 2 Pearson correlation among features
Availability
Sign up/in Privacy policy (0.741) Archive (0.648) Forum (0.630)
Most visited Highlight (0.843) RSS (0.608) P“V(E(‘)Cgo%‘;hcy
Useful links Questionnaire (0.765) Forum (0.644)
Highlight Archive (0.716) Useful links (0.631)
Search News classification (0.786)
About us Site map (0.820)
Forum Questionnaire (0.688)
Non-repudiation
RSS Highlight (0.686) Search (0.611) About us (0.616)
Useful links (0.605) Questionnaire (0.606)
Most visited Highlight (0.679) Contact us (0.621) About us (0.601)
Useful links (0.603) Questionnaire (0.763)
Highlight Advertisement Search (0.632) Useful Tinks (0.638)
(0.604)
Questionnaire (0.706)
Useful links Search (0.632) Contact us (0.643)
Questionnaire Useful links (0.644) Terms and condition (0.602)
Advertisement Terms and condition (0.603)
Confidentiality
RSS Most visited (0.692) Highlight (0.766) Contact us (0.661)
News classification About us (0.696) Terms and condition
(0.610) (0.613)
Useful links (0.646) Questionnaire (0.623)
Most visited Highlight (0.692) Contact us (0.621) Useful links (0.678)
Advertisement Useful links (0.716) Terms and condition (0.647)
Useful links About us (0.645) Terms and condition (0.604) Questionnaire (0.624)
News classification ~ Useful links (0.634)
Authorisation
RSS Highlight (0.669) Most visited (0.822) About us (0.699)
Questionnaire (0.623) News classification (0.627)
Most visited Highlight (0.687) Questionnaire (0.637) Site map (0.618)
Useful links (0.710)  News classification (0.688)
Highlight Contact us (0.688) Useful links (0.655) About us (0.638)
News classification (0.697)
News classification About us (0.695) Useful links (0.658) Questionnaire (0.617)
Help (0.680)
About us Site map (0.673) Questionnaire (0.666) Advertisement
(0.605)
Useful links Site map (0.619) Questionnaire (0.635)
Authentication
RSS Highlight (0.646) Most visited (0.757) News classification
(0.662)
Most visited Highlight (0.783) Useful links (0.654)

News classification Highlight (0.724) About us (0.613)
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In the next step, the identified features of news website that were detected as the main
applicable features, were investigated to see if the features have a great contribution on
providing security services of news websites. In this regards, binomial non-parametric
test was held on the collected data with the aim of identifying the most essential
impressive features. The binomial test uses the binomial distribution to decide if the
outcome of an experiment in which the count the number of times one of two alternatives
has occurred (Abdi, 2007). The binomial distribution is characterised by an event or
process where there are two mutually exclusive possible outcomes, such as with the flip
of a coin (Spellman et al., 2000). If we arbitrarily define one of those values as a success
(e.g., heads = success), then the following formula will tell us the probability of getting k
successes from n observations of the random variable when the probability of a success
equals p:

P(k| n, p) = [Z] pra-py* 3)

In present study, success is when test proportion is 0.57142 which means the variables
(news website services) that their weight is greater than four from the Likert scale.
Moreover, ‘n’ was the total number of experts who answer to the questionnaire.
Consequently, the feature that their scores are higher than four in the Likert-type scale
are the essential features that influence the security of news websites based on domain
experts viewpoint. These features are as follows:

Table 3 Binomial test

News website service Category N Ob;reorved ; est Ag’gp
P TP (2-tailed)
RSS Group 1 <=4 21 0.48 0.5 0.88
Group 2 >4 23 0.52
Total 44 1
Highlight Group 1 <=4 19 0.43 0.5 0.451
Group 2 >4 25 0.57
Total 44 1
New Group 1 <=4 19 0.43 0.5 0.451
Group 2 >4 25 0.57
Total 44 1
Archive Group 1 <=4 27 0.61 0.5 0.174
Group 2 >4 17 0.39
Total 44 1
Advertisement Group 1 <=4 27 0.61 0.5 0.174
Group 2 >4 17 0.39
Total 44 1
Contact us Group 1 <=4 28 0.64 0.5 0.096
Group 2 >4 16 0.36

Total 44 1
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Table 3 Binomial test (continued)
. . Observed Test Asy.mp '
News website service Category N Prop. Prop. Slg.
(2-tailed)
Search Group 1 <=4 18 0.41 0.5 0.291
Group 2 >4 26 0.59
Total 44 1
Type of news Group 1 <=4 23 0.52 0.5 0.88
Group 2 >4 21 0.48
Total 44 1
About us Group 1 <=4 29 0.66 0.5 0.049
Group 2 >4 15 0.34
Total 44 1
Site map Group 1 <=4 36 0.82 0.5 0
Group 2 >4 8 0.18
Total 44 1
Privacy policy Group 1 <=4 9 0.2 0.5 0
Group 2 >4 35 0.8
Total 44 1
Sign up (in) Group 1 <=4 8 0.18 0.5 0
Group 2 >4 36 0.82
Total 44 1
Terms and condition Group 1 <=4 26 0.59 0.5 0.291
Group 2 >4 18 0.41
Total 44 1
Useful links Group 1 <=4 25 0.57 0.5 0.451
Group 2 >4 19 0.43
Total 44 1
Questionnaire Group 1 <=4 23 0.52 0.5 0.88
Group 2 >4 21 0.48
Total 44 1
Forum Group 1 <=4 23 0.52 0.5 0.88
Group 2 >4 21 0.48
Total 44 1
Help Group 1 <=4 29 0.66 0.5 0.049
Group 2 >4 15 0.34
Total 44 1

In Table 3, the features, which their significance is less than 0.05, are the main features
that have a great impact on the security of news websites. Ultimately, five news website
features were identified that have contribution on the news website security. These
features are as follows:
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e aboutus

e site map

e signup (in)

e privacy policy
e help.

In the next step the security services was evaluated in order to find out the priority of
security services in a news website. In accordance with the responses, the precedence of
the security services was detected. Then the importance of sited features in providing the
security services has been identified. Figure 1 shows the overall priority of the services
with the significance of the five major features to support the security services. The
numbers shown in the chart represent the average score of news website features in
providing the security services based on the collected data from the survey
questionnaires. The result presented in Figure 1 shows the main concern of this paper
which clarify the fact that what the role of common website features on providing a
secure news website is.

Figure 1 Priority of security services in news website and the role of the most important news
website features on them

Pareto diagram
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4 Discussion

Considering the importance of news websites in the information age, various features are
required for providing the users with high security. According to this major need, the
researchers of this study have done a tremendous effort to study various types of news
website features in order to find out the association between the news website security
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and the identified features. In this regards, the experts’ opinions was collected through a
survey questionnaire in order to explore if the features has any contribution in news
website security. According to the results of the above tables, it would be concluded that
five features are the main news website features related to the security services form the
experts’ view. Each of these features is linked with a few other features. In other words,
each head-feature is associated with a few other sub-features and sequentially they are
related to a specific security service.

The result of analysing collected data also shows the role of the most significant
news website features identified on the security of these websites. Therefore, in order to
increase safety and security of a news website, website administers should pay attention
to the head-features at first and then head over to sub-features. Furthermore, the
capability of news websites administers in designing a secure website would be increase
and hence the probability of return, rate of use and the time spent of users would
enhance. As mentioned earlier, the security of a website has a significant impact on
absorbing and maintaining the current and potential users so the results of this paper
would best serve for designing more secure news websites. In addition, the result shows
that non-repudiation is the most important security service, among the others in the news
website that is supported by the most significant news website’s features. In fact,
according to the nature of news websites to provide update news from all over the world,
which would probably be cited by institutions and individuals, non-repudiation is the
most important security services that have a great role on the security level of a news
website. Providing this security service effectively would enhance the insurance of
information for the website’s users. Consequently, these websites are virtual gateways to
practically all information regarding the entity it represents and inaccessibility of these
services due to security threats — cited in previous sections — may also bring about at
least a small level of embarrassment since they relies heavily on the volume of people
visiting the website for information provided. Therefore, it reduces consumer confidence,
trust and service take-up since the users may be reluctant to migrate to e-services owing
to fear of identity theft and other security breaches.

The result of this study guide the academic and industry users to clarify the major
news website features related to security services as required in their researches or
practical endeavours. In the next step, the result of this study assists in making the way
clear for deeper investigations on secure news websites.

5 Conclusions

In recent years, news websites have been one of the main social information systems and
are known as a tool for knowledge creation and distribution. The main goal of news
websites is to create more value for the citizens through a broad range of accurate and
secure functionality as presented in the paper. In this paper, through the pervasive review
of the related websites, a comprehensive set of mostly applicable features in news
websites have been identified. By investigating through the top international news
websites, most frequently useful features have been extracted. Then, the detected features
were evaluated by experts to assess and rank the role of the features in promoting the
security of news websites. Consequently, the correlation among the news website
features and security services has been identified through domain experts’ opinions,
which has led to identification the role of features in news website security. In addition,
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the priority of security services in news website and the role of the major features in
providing the services have been detected. The results show that deploying website
features concern with news web-based system has advantageous to the firm that extends
beyond merely assisting it to response to functional requirements efficiently and
effectively. Indeed the features can be used as a security solution on news websites.

The result would be beneficial for other scholars and experts in order to investigate
on providing the security services by concentrating on the most significance news
website’s features. The identified features trigger the mentioned categorisation and guide
the academic and industry users to clarify the major uses of news website’s features as
required in their researches or practical endeavours.
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Appendix 1  International news websites

www.signonsandiego.com www.manoramaonline.com WWW.money.cnn.com
www.theaustralian.com.au WWW.economist.com www.reuters.com
www.dailyfinance.com WWW.csmonitor.com www.google.news.com
www.bankrate.com www.forbes.com www.weather.com
www.seattlepi.com www.dnaindia.com www.usatoday.com
www.denverpost.com www.wnd.com www.state.ie
www.sun-sentinel.com www.miamiherald.com www.nytimes.com
www.chron.com www.time.com/time/specials www.timesplus.co.uk
www.indianexpress.com WWW.newsmax.com www.my.yahoo.com
www.newsnow.co.uk/h WWw.newsvine.com www.wordpress.com
www.startribune.com www.metafilter.com www.CNN.com
www.philly.com/?c=n www.news.sky.com www.abcnews.go.com
www.azcentral.com www.associatedcontent.com www.chicagotribune.com
www.theatlantic.com WWW.prnewswire.com www.cnbc.com
www.ajc.com/?r=t www.theglobeandmail.com www.aolnews.com
www.suntimes.com/index.html www.hindustantimes.com www.latimes.com
www.newsweek.com www.businessweek.com

Appendix 2 Online questionnaire

The questionnaire below has been designed to collect information about evaluating the
news website features and their role on security of these websites. These features would
be useful to promote the security and safety of news websites. Please answer all
questions based on your experience and opinions. Please indicate the number that best
matches your opinion for each question (7-item Likert-type scale: from strongly disagree
to strongly agree).
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Q1 What is the precedence of each security services in a news website?

Security service 71 2 3 4 5 6 7

Authentication: Ensure that the sender of the message is
actually the person he/she claims.

Authorisation: Level of access to a specific resource.

Non-repudiation: Accept responsibility of submitting or
receiving data.

Confidentiality: Ensure that data not be disclosed to
unauthorised entities.

Availability: The ratio of the total time a functional unit is
capable of being used during a specific length of the time.

Q2 The question below asks you to describe the importance/effect of news website
feature on Availability of news websites.

About us, Advertisement, Archive, Contact us, Forum, Help, Highlight, New,
Questionnaire, Privacy policy, RSS, Search, Sign up (in), Site map, Terms and
conditions, Types of news, Useful links

Q3 The question below ask you to describe the importance/effect of each feature on
Non-repudiation of news websites.

About us, Advertisement, Archive, Contact us, Forum, Help, Highlight, New,
Questionnaire, Privacy policy, RSS, Search, Sign up (in), Site map, Terms and
conditions, Types of news, Useful links

Q4 The question below asks you to describe the importance/effect of each feature on
Confidentiality of news websites.

About us, Advertisement, Archive, Contact us, Forum, Help, Highlight, New,
Questionnaire, Privacy policy, RSS, Search, Sign up (in), Site map, Terms and
conditions, Types of news, Useful links

Q5 The question below asks you to describe the importance/effect of each feature on
Authorisation of news websites.

About us, Advertisement, Archive, Contact us, Forum, Help, Highlight, New,
Questionnaire, Privacy policy, RSS, Search, Sign up (in), Site map, Terms and
conditions, Types of news, Useful links

Q6 The question below asks you to describe the importance/effect of each feature on
Authentication of news websites.

About us, Advertisement, Archive, Contact us, Forum, Help, Highlight, New,
Questionnaire, Privacy policy, RSS, Search, Sign up (in), Site map, Terms and
conditions, Types of news, Useful links



